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Objective

Mid-Western Regional Council (Council) has created this data breach policy (Policy) to inform the
public of Council’'s procedure for identifying, responding to, and reporting data breaches of council
held information.

The objective of this Policy is to set out Council’s approach to identifying and managing a Data
Breach, including:

B providing examples of situations considered to constitute a data breach;
B the five key steps involved in responding to a data breach;

B the considerations around notifying persons whose privacy may be affected by a data
breach on a mandatory basis where required, or on a voluntary basis where warranted, to
ensure that Council responds appropriately to a data breach; and

B assists the Council in avoiding or reducing possible harm to both the affected individuals
and the Council.

This policy will assist the Council to meet its legal obligations in respect of mandatory reporting
data breaches under the Privacy and Personal Information Protection Act 1998 (PPIP Act) and
Privacy Act 1988 (Privacy Act) and complies with best practice guidelines.

Council will, always, maintain appropriate records of all data breaches, regardless of the
seriousness of the data breach or whether it is immediately contained.

Legislative requirements

Council has obligations under the PPIP Act, the Health Records and Information Privacy Act 2002
(HRIP Act) and the Privacy Act including mandatory reporting obligations in respect of data
breaches.

This Policy only relates to data breaches.

Council’s privacy management plan provides more information on how Council may collect, use,
and disclose personal information.
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Related policies and plans

B Privacy Management Plan

B Electronic Communications — Acceptable Use Policy

B Risk Management Policy
B Access to Information Policy

B Business Continuity Policy

Policy

Glossary of Terms

Terms

Definition

“Affected individual”

means an “affected individual” as defined in
the PPIP Act.

“Commonwealth notifiable data breach

means an “eligible data breach” as defined
in the Privacy Act.

“Council held information”

means any personal information in whatever
form (including hard copy, and electronically
held information), which is held by Council
or is otherwise in the possession or control
of Council.

“Council officer”

means any officer or employee of Council.

“Data breach”

means the unauthorised access to, or
inadvertent disclosure, access, modification,
misuse, or loss of, or interference with
personal information, and in this policy
includes a potential data breach.

“Eligible data breach

means an “eligible data breach” as defined
in s59D of the PPIP Act.

“HRIP Act” means the Health Records Information and
Privacy Act 2002 (NSW).

“|PC” means the Information and Privacy
Commission of NSW.

“|T” means information technology

“OAIC” means the Office of the Australian

Information Commissioner.

“Mandatory reporting data breach”

means an eligible data breach or a
Commonwealth notifiable data breach.

“‘Non-eligible data breach”

means any data breach that is not a
mandatory reporting data breach.

“personal information”

means any information defined as “personal
information” under the Privacy Act, PPIP
Act, or “health information” under the HRIP
Act.
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“PPIP Act” means the Privacy and Personal Information
Protection Act 1988 (NSW).
“Privacy Act” means the Privacy Act 1988 (Cth).

“Privacy Commissioner”

means the NSW Privacy Commissioner, or
as otherwise defined in the PPIP Act.

“Relevant Manager or Director”

means the manager or director to whom a
Council officer reports, or the manager or
director with responsibility for a contract with
a third-party contractor.

“‘Response team”

means the team established for the
purposes of responding to a Data Breach
that includes the General Manager, Director
Corporate Services, Governance
Coordinator, Manager Information
Technology, and Manager Customer
Service, Records and Governance.

“TEN” means a tax file number as defined in Part
VA of the Income Tax Assessment Act 1936
(Cth).

Applicability

This Policy sets out a summary of the procedures that all council officers must follow.

A breach of the procedures constitutes a breach of the Council’s code of conduct and may lead to

disciplinary action.

What is a Data Breach?

A data breach occurs when there is an incident that has caused or has the potential to cause
unauthorised access to or disclosure or loss of Council held information.

Examples include:

B accidental loss or theft of Council held information or equipment on which such Council

information is stored;

B unauthorised use, access to or modification of council held information or information systems;

B unauthorised disclosure of classified Council held information, or Council information posted
onto the website without consent;

B a compromised Council officer’s user account;

B failed or successful attempts to gain unauthorised access to the Council’s information or

information systems;
B equipment failure;

B malware infection; and

B malicious disruption to or denial of IT services.
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A data breach may occur directly from Council or from a contractor or business partner of Council
who has custody of, or access to, Council held information.

This Policy applies to all data breaches and provides for mandatory reporting of eligible data
breaches under the PPIP Act and data breaches in respect of tax files numbers, which must be
reported under the Privacy Act.

Preparation for data breaches

Council maintains an effective risk management framework, allocating resources, responsibility,
and accountability to manage risk across the organisation in accordance with Council’s risk
management policy.

Council also has a range of supporting policies to control and mitigate exposures to breaches of
data. This includes a business continuity policy, fraud and corruption control policy and code of
conduct policies.

In addition to the policy controls, Council has a comprehensive set of information technology
controls. This includes robust access controls, and network and endpoint security measures. An
up-to-date inventory of assets is maintained, along with strong patch and vulnerability management
measures, to ensure all IT assets are properly secured and monitored. Regular penetration tests
are performed by a third party to identify and remediate any weaknesses in the IT infrastructure.

Training and Awareness

To mitigate the risk of data breaches council has established a comprehensive training program to
educate employees about the risks associated with data breaches and their responsibilities in
recognising, responding, reporting, and preventing such incidents. Council conducts regular
phishing simulation exercises to assess employee readiness for data breach incidents and raise
awareness of the dangers of phishing and social engineering. Council have also conducted and
will continue to provide privacy awareness training to ensure staff are aware of their obligation
when handling and accessing personal information.

Contractors and Third Parties

Council will require all contracts with contractors who may be provided with, have access to or hold
Council held information, to contain obligations requiring the contractor to report data breaches to
Council, take mitigating actions and assist Council in undertaking assessments of the data breach.
Contracts will also identify who will notify any affected individuals and provide support in the event
of a data breach.

For data breaches that involve other public agencies, the General Manager (or delegate) will
directly liaise with other affected agencies in respect of any notification requirements for mandatory
reporting data breaches.
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Responding to a Data Breach

There are five steps in the process of responding to a data breach, which include:

aglrownN=

Report and triage;

Contain;

Assess and react;

Notify relevant authorities and affected individuals;
Review

Steps 1 - 3 will be followed for all data breaches. Steps 4 and 5 only need to be followed if the
preceding steps result in any notification or review requirements. Each step will be considered, and
to the extent appropriate, implemented in responding to a data breach.

Every response will need to be considered, holistically, and on a case-by-case basis, depending on
the nature, severity, and impact of the data breach.

STEP ONE: REPORT AND TRIAGE

Any Council officer who becomes aware of a data breach will immediately notify the
relevant Manager or Director.

Where a Council officer and/or a relevant Manager or Director, believes or has reasonable
grounds to believe that the data breach is a mandatory reporting data breach, the relevant
Manager or Director will notify the General Manager (or delegate) immediately.

When reporting a possible mandatory reporting data breach to the General Manager (or
delegate), a Council officer and/or a relevant Manager or Director will also indicate whether
in their opinion it is likely to take more than 30 days to determine if the data breach is a
mandatory reporting data breach (if known).

For non-eligible data breaches, a relevant Manager or Director will notify the Governance
Coordinator within 24 hours.

The Governance Coordinator, on being notified of a data breach will contact the Council’s
insurer.

STEP TWO: CONTAIN

All Council officers will take all immediate steps to contain any data breach, by limiting the
extent and duration of the unauthorised access to or disclosure of Council held information
and preventing the data breach from intensifying.

This obligation is ongoing as other steps proceed.
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STEP THREE: ASSESS AND REACT

Assessment of whether the Data Breach is a mandatory reporting Data breach.

B If it is suspected that an eligible data breach has occurred, the General Manager (or
delegate) will assess whether an eligible data breach has occurred (eligible data breach
assessment).

B The General Manager (or delegate) may appoint the response team to assist in this regard.

B After completing an eligible data breach assessment, the General Manager (or delegate)
will make a final decision on whether the data breach is, or there are reasonable grounds
to believe the data breach is an eligible data breach.

B The General Manager (or delegate) will also assess and consider whether a data breach is
a commonwealth notifiable data breach. commonwealth notifiable data breaches are
specific to unauthorised access or disclosure of TFNs. Council has 30 days to complete
this assessment from the date of the initial report of the data breach.

General Assessment

B Council will conduct a preliminary assessment of a data breach by gathering all relevant
information in respect of the data breach.

B Council will then evaluate the risks of the data breach for all data breaches.
B Factors to consider include:
o What Council held information has been lost or disclosed?
o What is the nature of the Council held information that has been lost or disclosed?
o What was the cause of the data breach?
o Who is affected by the data breach?

o What combination of information was lost? Certain combinations of personal
information can lead to increased risk.

o How long the information has been accessible? The length of time of unauthorised
access to, or unauthorised disclosure will increase risks of harms to individuals.

o How many individuals were involved? The scale of the data breach will affect the
Council’s assessment of risks.

o If the data breach involves TFN information?
o Was it a one-off incident or does it expose a more systemic vulnerability?

o What steps have been taken to contain the data breach? Has the Council held
information been recovered? Is the Council held information encrypted or otherwise
not readily accessible?

o What is the foreseeable harm to affected individuals/organisations?
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o Who is in receipt of the Council held information? What is the risk of further access,
use or disclosure, including via media or online?

o Are other public agencies involved in the data breach?

Where a third party has gained possession of Council held information and declines to return it, the
General Manager (or delegate) will engage external legal advice on what action can be taken to
recover the Council held information. When recovering Council held information, the Council will
make sure that copies have not been made by a third party or, if they have, that all copies are
recovered.

Council will ensure that all actions to manage, contain, mitigate, and remediate the impact of a
data breach to prevent future data breaches are considered and implemented.

STEP FOUR: NOTIFY

Eligible data breach notification

The General Manager (or delegate) will notify the Privacy Commissioner immediately after
determining that a data breach is an eligible data breach.

B Notification to the Privacy Commissioner will be made in the approved form by the Privacy
Commissioner as published on the IPC’s website.

B The General Manager (or delegate) and response team (if appointed) will notify affected
individuals as soon as practicable after identifying an eligible data breach.

B The General Manager (or delegate) and response team (if appointed) will determine how to
notify and oversee the notification to affected individuals of the eligible data breach in
accordance with this Policy.

Commonwealth notifiable data breach notification

B The General Manager (or delegate) and response team (if appointed) will notify the OAIC
and any affected individuals as soon as practicable after identifying a commonwealth
notifiable data breach.

B The General Manager (or delegate) and response team (if appointed) will determine how to
notify and oversee the notification made to the OAIC and any affected individuals of the
commonwealth notifiable data breach.

Voluntary data breach notification for non-eligible data breaches

B As a matter of best practice, Council will also consider voluntary data breach notification to
the IPC, affected individuals and others (if the data breach is a non-eligible data breach).
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Notification of individuals affected by a mandatory reporting data breach

B Council will notify affected individuals directly, by telephone, letter, email or in person.
Indirect notification - such as information posted on the Council's website, a public notice in
a newspaper, or a media release will generally occur where the contact information of
individuals who are affected are unknown, or where direct notification is prohibitively
expensive or could cause further harm (for example, by alerting a person who stole the
laptop as to the value of the information contained). Council will maintain a public
notification register in accordance with s59N(2) and s59P of the PPIP Act. Council will also
maintain an internal register for eligible data breaches.

All Notifications

B Council will always and for every data breach, consider other internal and external
notifications and approvals, and communicate with such external agencies and
stakeholders as is reasonably required in the individual circumstances of a particular data
breach (e.g., the Police, Department of Customer Service, Cyber Security NSW, the
Australian Tax Offices etc).

STEP FIVE: REVIEW

B Council will conduct a detailed review of all data breaches to determine all relevant causes
and consider what short or long-term measures could be taken to prevent any
reoccurrence.

B From its review of a particular data breach, Council will undertake any recommended steps
to further mitigate and remediate Council’s procedures, policies, and IT systems to prevent
future data breaches.

B A post incident review will consider:
o a cause analysis of the data breach;
o security audit of both physical, technical, and cyber security controls;
o review of Council’s risk management policies and procedures;
o review of employee training practices;
o review of contractual obligations with contracted service providers;

o any other review considerations, recommendations or guidelines published by the
IPC or Privacy Commissioner.

A report of all data breaches considered to be serious, and all mandatory reporting data breaches
will be made to Council’'s Audit Risk and Improvement Committee and to Council.

This Policy will be reviewed, tested, and updated in accordance with Council’s established policy
review processes or as required by best practice or legislation changes.
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